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MOZNOSTI DALKOVEHO SLEDOVANI A KYBERNETICKA BEZPECNOST IMPLANTABILNI TECHNIKY V

DOBE MOBILNICH APLIKACI, CR VERSUS EVROPA

XXXII. vyroéni sjezd Ceské kardiologické spoleénosti
David Pospisil

T —p—

UNI »
E D M.swvﬂvsxé .

SYMPOZIUM O ARYTMIICH
A KARDIOSTIMULAC!

: FAKULTNI Il
NEMOCNICE
BRNO




Vyvoj do dnesnich dnu w

... Od obcasné aktivace pacientem po nepretrzité RM

* Koncepce RM budovana od 70. let 20. stoleti

- Transtelefonicky prenos TTM (frekvence, rytmus, integrita pfistroje - baterie)
- Predevsim pred elektivni reimplantaci, bez informace o intermit. malfunkcich, stavu elektrod...

* 0Od 90. let pokrocilejsi TTM u ICD pres pacientskou interrog. hlavu
- parametry, detekce VT/VF, pocitadlo epizod, posledni nabiti kondenzatord, stav elektrod(y)
- ukladani do databazi, pristup zdravotnik

 0Od00. let automaticka komunikace pres transceiver A

N
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- pacientska jednotka dalkové monitorace ( / ’)JDF&)J/ ;
r / /

1)) |
) ‘7‘ *\TUC’)

* Soucasneée: Low-energy Bluetooth

- parovani s chytrym telefonem pacienta, vyrazné rozsireni moznosti
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Status praesens

Vzdaleny follow-up = planovany dotaz na pristroj
- Nastaveno sledujicim zdrav. pracovnikem

Dalkova monitorace = automaticky prenos alertl + pacientska aktivace
- obava z malfunkce, podezreni na arytmii Ci jinou klinickou udalost

Abbott (Sylmar, CA, USA) Merlin.Net™
Biotronik (Berlin, Germany) Home Monitoring™
Boston Scientific (Marlborough, MA, USA) Latitude™
LivaNova/MicroPort (Paris, France) Smartview ™
Medico (Padova, Italy) Ermes™
Medtronic (Minneapolis, MN, USA) CareLink™
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Uskali integrace bezdratovych funkcionalit w

* Omezeni dopadu na zivotnost baterie
 Kompromis vyzarovaciho vykonu (~¥3 m = OK)
* Rychlost prenosu dat — spotieba energie / zabudovand anténa

 Komunikace v pasmu MICS — Medical Implant Communication Service
- ~400 MHz nelicencované pasmo, Ultra Low Power (ULP), minimalizace interferenci s RF zdroji

* Proprietalni HW/SW systémy napfic¢ vyrobci — X interkompatibilita

€3 Bluetooth

Low Energy

* Low-energy Bluetooth (BLE)

- Méni paradigma — moznost zapojeni tretich stran - smartphony
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Vzdaleny follow-up w

Historicky 3mésicni periodické kontroly (prvni generace)
- manualni reforming kondenzatoru, kontrola integrity, baterie

e Rostouci pocet pacientu a omezené kapacity = rozvoj vzdalené spravy
- Nevyhody pevnych kontrol — neznalost situace mezi kontrolami

Studie TRUST (2018): -50% snizeni poctu neakutnich vys. pfi stejné bezpecnosti
- snizeni zatéze klinik, casné odhaleni selhani pfistroje (HV obvody, baterie, elektrody), zmény u
pacienta, rozvoj arytmickych prihod, fibrilace sini — 47 % vSech epizod asymptomatickych

Studie ECOST (2012): casny klinicky zasah
- -72% dodanych vybojl, -76% nabiti pro vyboj, -52% neadekvatnich vybojl

Vstup Al:

- predikce nezadoucich udalosti — arytm. boure, poskozeni elektrod, management falesné pozitivnich
zaznamu v ILR

Studie TRUST: DOI: 10.1093/europace/eux059
Studie ECOST: DOI: 10.1093/eurheartj/ehs425

. w ; FAKULTNI MUNI
XXXII. vyroéni sjezd Ceské kardiologické spoleénosti, 4. - 7. 5, 2024, Brno / © Ing. David Pospisil, Ph.D. 2024 KRRDIOLOGICKA : BRRO OV MED

€ KLINIKA -




Moznosti dalkového sledovani — AF a HF w
L 2

e \/Casnha detekce, kvantifikace, vypocet AF burden

- Vyborné pro asymptomatickou ,silent” AF u pacientd bez predchozi anamnézy AF (u nichZ az 30
procent noveé zjisténych epizod)

U pacientl s kryptogenni CMP 15-30% zachytu AF (délka monitorovani), zde detekce o 1-5 mésicu
drivéjsi diagnoza

e Dalkova monitorace ma 95% citlivost a 90% epizod je asymptomatickych

DOI: 10.1056/NEJM0al1313600
e Existuje silny vztah mezi AF a progresi HF

+ pocet hospitalizaci, ztrata CRT, nezadouci terapie, ovlivnéni hemodynamiky a tromboembolismus
Akumulace tekutin — hrudni impedance, HR, HRV, fyzicka aktivita, amplituda srdecnich ozev, % BiV

DOI: 10.1093/europace/euabl170

e VCasna detekce = v€asna |éCba = potencial zabranit CMP ¢i HF, vybojim
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Spotreba zdroju w

4

Zapojeni véech pacient(i do RM / exponencidlni T pfenos( a zatéze personalu
- Samotné neplanované prenosy +30-40% prac. Casu

Obvykle 3 — 5 minut pro odbaveni 1 prenosu
Viceprace: reSeni problému s konektivitou, diagnostika, komunikace s pac., klinickd reakce, planovani,
vykazovani na pojistovnu (fakturace - samoplatcovstvi)

. ; . o DOI: 10.1016/}.jacep.2020.08.029
30 — 40 hodin prace tydné pro 1000 pacientU

2016, Maines et. al. (~2000 pac.):

PM — 5,3 pacient/rok
ICD - 6,0 pacient / rok
ILR — 14,1 pacient/rok

39% = event jakéhokoliv typu, 21% — Iékar, 3% — hospitalizace
@ 2000 pac. = 1,95 uvazku sestry, 0,29 uvazku lékare (1038 pac./sestra, resp. 7159 pac./lékar)

DOI: 10.1016/j.jacep.2020.08.029
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Spokojenost pacientu

e VétsSina studii prokazala pozitivni vliv RM na spokojenost pacientu
- spokojenost, snadnost pouzivani, compliance
-+ pocit bezpedi, + celkové zdravi, - vyjimecné pocit mensiho kontaktu se zdravotniky

DOI: 10.1093/europace/euq046

° Spra'vnv Organlzaénl' mOdE| DOI: 10.1007/s10840-012-9675-4
- Dobra akceptance starSimi i méné vzdélanymi osobami

e Kriticka je automaticnost a spolehlivost RM systému (TRUST)

- selhani komunikace v méné nez 1% (1 rok)
- 98% pac. chtélo pokracovat v RM i po konci studie DOI: 10.1007/510840-014-9935-6

e Zavedeni chytrych telefonl, mobilnich aplikaci — SM-RM

- dalSi zvySeni compliance a moznosti konektivity

DOI: 10.1093/ehjdh/ztac071
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Smartphones — chytré telefony

4

Luxembourg
Finland |
Denmark |
Ireland |
Netherlands
Belgium |
Germany
Estonia |
Sweden
France |
Cyprus|
Malta
Portugal |
Austria |
Spain |
Slovenia |
Lithuania |
-zech Republic |
Slovakia |
Latvia |
Hungary |
Croatia |
Poland |
Greece |

Italy |
Bulgaria
Romania |

Smartphone Penetration Rates in EU Member States (Sorted)
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2023 v CR (nad 16 let 99% penetrace)

82% osob chytry telefon
13 % osob tlacitkovy telefon
1% bez mobilniho telefonu

16-64 let — 95% chytry telefon
>75 let — 24% chytry telefon

Smartphone Penetration Rate (%)

Graf ochotné sestrojil Chat GPT (data z r. 2020)
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Aplikace vyrobcu CIED ”

4

Abbott myMerlinPulse ™ Zminéné pristroje, + Confirm

RX, desitky v CR
Biotronik Patient App™ + HomeMonitoring
Boston Scientific MyLATITUDE™ nova generace pfistroju
LivaNova N/A N/A
Medico Ermes™ s domaci jednotkou ERMES
Medtronic MyCareLink Heart™ Serena, Solara — CRT-P,

Reveal Ling Il, Azure SR,
DR, Cobalt a Chrome
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Abbott — myMerlinPulse™ app

4

* 9397 /9397 pac. 1:1 SM-RM / BM-RM

Pristroje Gallant™ a Entrant ™
iOS / Android

@ E S C European Heart Journal - Digital Health (2023) 4, 43-52 ORIGINAL ARTICLE

European Society https:/doi.org/10.1093/ehjdh/ztac071
of Cardiology

Smartphone-based cardiac implantable
electronic device remote monitoring:
improved compliance and connectivity

(((.))) RM impr"O\el'es clihical anq economic

outcomes in patients with CIEDs

' Y With the recent introduction of SM-RM in
. CIEDs, there is an opportunity for further
optimization of RM

EI

The objective of this study was to compare

. SM-RM with traditional BM-RM
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“""%T .. US patients with SM-RM or BM-RM devices
implanted between Sep. 2020 & July 2021

Patients in the SM-RM and BM-RM groups
were 1:1 propensity-score matched on age,
gender, device type [ICD/CRT-D], implant

year & implant month

SM o Compare compliance & connectivity between
@ M SM-RMand BM-RM in real-world practice
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Abbott — myMerlinPulse™ app

Smatphone remote monitoring

32 = il 2
. 98.1% 1.2d
SM-RM A Cellular or WiF e
> >
Better Better
compliance  connectivit
Bluetooth compatible myMerIinPuIse M Merlin.net™ in S|\p/| RM in SM- RMY
device [N = 9,397] PCN
Bedside monitor remote monitoring
Q i
BM-RM Cellular or WiFi
> —>
Telephone line 94.3% 1.7 days
connection
RF compatible Device Merlin@Home ™ Merlin.net™
[N=9,397] transmitter PCN

DOI: 10.1093/ehjdh/ztac071
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Abbott — myMerlinPulse™ app

Comparison to other studies

Comparison of inappropriate shock rates among landmark studies

Wilkoff et al. 2006. EMPIRIC: MDT 11,90%
Moss et al. zoo02. MADIT II: BSX 11,50%
Wilkoff et al. 2008. PREPARE: MDT 8.,50%
Schwab et al. 2015. DECREASE: SJM 5%
Auricchio et al. 2015. PainFreeSST: MDT 2%

Geller et al. 2020. ReducelT: SIJM 1,60%

0,00% 3.,00% 6,00% 0,00% 12,00% 15.00%
Inappropriate shock rate

The ReducelT study showed the lowest
rate of IS compared to other landmark
studies

# Geller, Wihrle, Busch, Elsisser, Kleemann, Birkenhauer, Bramlage & Veltman. Journal of Interventional Cardiac Electrophysiology 20 June 2020,

https://doi.org/10.1007/510840-020-00816-9

5 w ) FAKULTNI
XXXII. vyroéni sjezd Ceské kardiologické spoleénosti, 4. - 7. 5, 2024, Brno / © Ing. David Pospisil, Ph.D. 2024 KARBIOLOGICKA : BRI CCNICE

® KLINIKA rooers

= m—
= ==
m e
o=



Proc pouzivat SM-RM namisto BM-RM?

Snadnéjsi nastaveni

LepsSi konektivita

Rychlejsi odesilani dat = Efektivnéjsi vyuziti RM
Véetsi mobilita

Véetsi compliance

Table 4 Clinical event transmission timing (time from episode to Merlin.net™ availability)

SM-RM BM-RM P-value comparing
SM-RM vs. BM-RM

transmission times

AMS or AT/AF 4.2 days (1.10-13.7) 2531 82160 5.9 days (1.6-17.1) 2493 92711 <0.001
NSVT or SVT 17.1 h (10.7-56.4) 2830 114462 24.3 h (12.9-158.1) 2224 87032 <0.001
VT or VF 13.1h (7.31-23.0) 935 12133 14.2 h (8.6-30.8) 818 10872 0.005

AMS, auto mode switch; AT, atrial tachyarrhythmia; AF, atrial fibrillation; NSVT, non-sustained ventricular tachycardia; SVT, supraventricular tachycardia; VT, ventricular tachycardia; VF,

ventricular fibrillation.

DOI: 10.1093/ehjdh/ztac071
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Proc pouzivat SM-RM namisto BM-RM?
¢

Transmission time of Bluetooth vs bedside

Single-center study, prospective RCT (n=142)

+ Objective: compare data transmission efficiency and

detection accuracy between two implantable cardiac Rx™ o
monitors (ICM) (Confirm Rx™ Abbott vs. Reveal LINQ+ Confirm ICM Reveal LINQ

MDT)

* Results: Confirm Rx™ transmitted data in 24 + 103 mins 24 =+ 103 mins 475 =+ 426 mins

whereas Reveal LINQ™ transmitted data in 475 + 426
mins. AF event accuracy was 52% vs 38% where 14% more

AF cases were detected by Confirm Rx™ —/\

Conclusion: faster data transmission speed may be
attributed to Bluetooth technology

With the Confirm Rx™ Abbott already excels at data
transmission speeds and improved sensitivity when using
Bluetooth remote monitoring technology.

This translates well to the Gallant™ Bluetooth enabled
— CIED where excellence in data transmission and accuracy
I can be guaranteed.

* Photo on file at Abbott

* Ip, Jaffe, Castellani, Sheikh, Castellani & Ip. A prospective RCT comparing Reveal Ling and ConfirmRx. https: //doi.org/10.1111/pace.14076
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Proc pouzivat SM-RM namisto BM-RM?

STEP1

OPEN THE
MYMERLIN™ FOR
CONFIRM Rx" ICM
MOBILE APP

Tap “Set Up Now”
and then “Continue

with setup."

e s e oot
o e h M
wrevarr e e

STEP 2
ENTER YOUR
INFORMATION®

Enter your date of birth
and Confirm Rx” ICM

serial number from

your Patient ID Card.
Tap “Next.”

"If this is not the first time

pairing, you will need an
activation code. You can select
to receive the activation code
via email or text.

STEP 3
PAIR YOUR DEVICE

Tap “Pair Now.”

Ifyour phone requires a
Bluetooth® pairing code,

a pairing request for “DM”
message will appear;"
enter the code shown

above the keypad.m

Keep your smartphone
within 5 ft/1.5 m oFyou.

“If your smartphone’s text size is too

large, you may not see the code.

"If it is an Android* device,

type in 0000 or 1234.
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STEP 4
YOU’RE CONNECTED!

Your cardiac monitor
is now paired with your

smartphone.

From the app’s home
screen, you can check
your connection, record
symptoms and more.
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Aplikace vyrobcu s pfimou BLE komunikaci

8:37 ol T 68
< Hledat
MyCareLink Heart™
Zdravotnictvi
Medtronic @ M
4+ N & EN
Medtronic
Monitoring you.
Every step of =
the way. ’ ,

Hledat
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£ Hledat

)

< Hledat

myMerlin™ - EU

Zdravotnict

 Zikat ) u =

12+ 17+

ENHANCED
CONNECTIVIT

Stay conne en it matters most

Dnes iry je Hiledat

SEND TRANSMISSION

o703

TR 94 |
myMerlinPulse™
-EUC
Zdravotnictvi
[ ziskat u

MY HEART D)

HEART DEVICE BATTERY
» Good

DEVICE IDENTIFICATION

Name Gallant™ HF
Model CDHFAS00C
Data sent.
b T Q
B 4 S @
H k Hledat
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Kyberbezpecnost

w

4

FDA vydava metodické cybersecurity guidelines pro vyrobce (dosud 4 aktualizace)

Premarket

doporuceni pro SW design, testovani a
zabezpeceni, validaci

U.S. Food and Drug Administration. Content of premarket
sub- missions for management of cybersecurity in
medical devices [Internet].
https://www.fda.gov/regulatory-information/search- fda-
guidance-documents/content-premarket-submissions-
man- agement-cybersecurity-medical-devices. 2018
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Postmarket

|dentifikace, monitorace a adresace,
aktualizace — podle hypotetické zavaznosti
nutno hlasit na FDA

U.S. Food and Drug Administration. Cybersecurity
[Internet]. https://www.fda.gov/medical-devices/digital-
health/cybersecurity. [cited 2020 Aug 17]. Available
from: https://www.fda.gov/ medical-devices/digital-
health/cybersecurity.
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Kyberbezpecnost

The Association for the Advancement of Medical Instrumentation (AAMI)
=vyrobci, poskytovatelé, legislativci, akademici-veédci

CYBERSECURITY GROUP

Cybersecurity Threat Evaluation Sequence (U.S.)

Researcher identifies a National Cybersecurity
potential cybersecurity |— | and Communications
vulnerability Integration Center

d
N

Manufacturer

|

Coordinated
Communication

U.S. FDA
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Healthcare professional- patient
discussion points:

» Potential consequences if
cybersecurity vulnerability is
exploited

* Options to mitigate risk of
cybersecurity vulnerability

« Technical feasibility to exploit
cybersecurity vulnerability

* Long term solution to
cybersecurity vulnerability

« Benefits of device vs. risk from
cybersecurity vulnerability

; FAKULTNI
INTERNI i NEMOCNICE
KARDIOLOGICKA BRNO
N & LF MU

€ KLINIKA -

= m—
= ==
m e
o=



Kyberbezpecnost

* GDPR

 Komunikacni proces
e HW /SW aktualizace

Security Threat Against Vulnerability
Eavesdropping Network protocols
Unauthorized Access Authentication
Battery Drain Network and device security
Manipulating the Penetrating through the network and
Firmware exploiting the device’s inadaptability
Man-in-the-Middle Network surveillance and channel
vulnerabilities
Stealing Data Data Integrity
Malware Security loopholes in device
Physical Attack Human body directly
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Zaverem w

* RM se stala standardem péce

* \Velky prostor pro masovou aplikaci RM

* Restrukturalizace dedikovaného personalu
 Uhrady poijiétoven

* Mobilni aplikace s primou komunikaci s CIED mohou RM dale obohatit
e Je kriticky nutno zajistit kyberbezpecnost

’ o

e Stabilni pacienty je mozno fyzicky vidét jednou za 24 mésicu
- otazka uhrad

* CRje ve srovnani s Evropou ¢i USA na srovnatelné pozici

. ” ) FAKULTNI
XXXII. vyroéni sjezd Ceské kardiologické spoleénosti, 4. - 7. 5, 2024, Brno / © Ing. David Pospisil, Ph.D. 2024 K ARDIOLOGICKA : BRI CCNICE

€ KLINIKA -




< ' , INTERNI i
KARDIOLOGICKA

‘ KLINIKA i BRrRNOaLFMU

DEKUJI VAM ZA POZORNOST

PREJI HEZKY DEN.

pospisil.david@fnbrno.cz / linkedin.com/in/davelegato/
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